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Bit commitment is a cryptographic task in which Alice commits a bit to Bob such that she cannot
change the value of the bit after her commitment and Bob cannot learn the value of the bit before
Alice opens her commitment. According to the MLC no-go theorem, ideal bit commitment is im-
possible within quantum theory. In the information theoretic-reconstruction of quantum theory, the
impossibility of quantum bit commitment is one of the three information-theoretic constrains that
characterize quantum theory. In this paper, we first provide a very simple proof of the MLC no-go
theorem. Then we formalize bit commitment in the theory of dagger monoidal categories. We show
that in the setting of dagger monoidal categories, the impossibility of bit commitment is equivalent
to the unitary equivalence of purification.
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1 Introduction

Bit commitment, used in a wide range of cryptographic protocols (e.g. zero-knowledge proof, multiparty
secure computation, and oblivious transfer), consists of two phases, namely: commit and opening. In
the commit phase, Alice the sender chooses a bit a (@ = 0 or 1) which she wishes to commit to the
receiver Bob. Then Alice presents Bob some evidence about the bit. The committed bit cannot be known
by Bob prior to the opening phase. Later, in the opening phase, Alice announces some information for
reconstructing a. Bob then reconstructs a bit a’ using Alice’s evidence and announcement. A correct bit
commitment protocol will ensure that @’ = a. A bit commitment protocol is concealing if Bob cannot
know the bit Alice committed before the opening phase and it is binding if Alice cannot change the bit
she committed after the commit phase. It is secure if it is both concealing and binding. It is unconditional
secure if it is secure and the security does not rely on any computational assumptions.

Quantum bit commitment (QBC) [4, (19} 7136} 25} 126} 29 20, 27, [2, 30} 140, (38, 132} 22! |45]] protocol
was first proposed by Bennett and Brassard in 1984 [4]. Later, a number of QBC protocols are designed
to achieve unconditional security, such as those of [5, |6]. However, in 1996, Mayers [31] and Lo and
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2 Impossibility of Quantum Bit Commitment, a Categorical Perspective

Chau [28] showed that all previously proposed QBC protocols were vulnerable to an entanglement attack
which can be launched by Alice. This result was later referred to as the Mayers-Lo-Chau (MLC) no-go
theorem.

This no-go theorem has been continuously challenged in the past two decades. Yuen [43| l44] has
repeatedly argued that the no-go proof is not general enough to exhaust all conceivable quantum bit
commitment protocols. On the other hand, the no-go theorem has also been extended by several schol-
ars. Spekkens and Rudolph [39] and He [21] extended the no-go theorem with quantitative bounds on
the degree of concealment and bindingness. Ariano et al [17]] provided a strengthened and explicit im-
possibility proof exhausting all conceivable protocols in which not only quantum information, but also
classical information is exchanged between the two parties. However, the considerable length of the
proof in [[17] makes it still hard to follow. Chiribella er al [8] simplifies the proof in [17]. In Cohn-
Gordon [[16]] and Heunen and Kissinger [24], a clear and rigorous formalization of QBC is developed
in the setting of categorical quantum mechanics. Cohn-Gordon [16] also provides a proof of the no-go
theorem. While this proof is already simpler than all previous proofs, we find there are still rooms of
simplification and extension.

In Clifton et al’s information theoretic-reconstruction of quantum theory [9]], the impossibility of bit
commitment is conceived as one of the three fundamental information-theoretic constraints that char-
acterize quantum theory. In [9], the authors partially prove that the impossibility of bit commitment is
equivalent to the existence of entangled, or nonlocal, states. This result is questioned by Heunen and
Kissinger [24], in which it is demonstrated that in the categorical setting, the impossibility of bit com-
mitment is not equivalent to the existence of entangled states. Which quantum feature is the one that is
equivalent to the impossibility of bit commitment is left unanswered in [24]].

The contribution of this paper is the following.

1. The length of the proof in Cohn-Gordon [16] is more than two pages. We provide a simpler proof
which takes only a few lines.

2. The proof in [16] only concerns the qualitative version of the no-go theorem. We formalize and
prove the quantitative version of the no-go theorem.

3. We show that the impossibility of bit commitment is equivalent to the unitary equivalence of pu-
rification in the setting of dagger monoidal categories. This provides an answer to the problem left
in Heunen and Kissinger [24].

The structure of this paper is the following. We simplify and extend the proof of Cohn-Gordon [16]
in Section [2} Then in Section [3| we study the impossibility of bit commitment in the setting of dagger
monoidal categories. We conclude this paper with future work in Section 4]

2 The no-go theorem of quantum bit commitment

In the literature 31 28|39, 116} 24], it is acknowledged that a general model of QBC protocols should at
least includes the following ingredients:

1. The Hilbert space required to describe the protocol is the tensor product of the Hilbert spaces that
play a role in the protocol.

2. The total system is initially in a pure state.

3. Every action taken by a party corresponds to that party performing a unitary operation on the
systems in his/her possession.
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4. Every communication corresponds to a party sending a subset of the systems in his/her possession
to the other party.

Bearing these common knowledge in mind, we propose a rigorous and simple formalization of quantum
bit commitment as follows.

Definition 1 A quantum bit commitment protocol consists of the following:

1. Two finite dimensional Hiblert spaces A and B.
2. Two pure states |H),|T) € AQB.
3. A completely positive map Open on A® B such that Open(|H) (H|) is orthogonal to Open(|T){T| )

This OBC protocol is concealing if Tra|H) = Tra|T). It is binding if there is no unitary U on A such that
(U®Ip)|H) =T).

This formalization provides a high level description of quantum bit commitment. Initially, Alice and
Bob jointly prepare a state |H) or |T) of quantum system A ® B depending on the value of Alice’s bit.
(Note that |H) are |T') not the initial state of the QBC protocol, but the final state of the commit phase.
Starting from a pure state, a commit phase may involve many rounds of actions and communications.)
Alice sends Tra|H) or Tra|T) to Bob to perform the commitment. At the opening stage, Alice sends the
rest sub-state of |H) or |T) to Bob to allow him to verify her commitment. Bob applies the completely
positive map Open to determine Alice’s commitment.

Example 1 The QBC protocol due to Bennett and Brassard [4|] goes as follows: Alice and Bob first
agree on a security parameter, a positive integer s.

1. Commit phase:

(a) Alice chooses the value of the committed bit ¢ and the auxiliary bits ay, ..., as.

(b) If ¢ = 0, she prepares and sends Bob s qubits which are chosen to be either |0) or |1). The
value of c is kept secret during the commit phase. If a; =0, then Alice sets the i-th qubit to be
|0). If a; = 1, then she sets the i-th qubit to be |1). The value of a,...,a, are also kept secret
during the commit phase.

(c) Similarly, if c = 1, she prepares and sends Bob s qubits which are chosen to be either |+) or
|—). If a; = O, then Alice sets the i-th qubit to be |+). If a; = 1, then she sets the i-th qubit to
be |—). The value of c,a,...,ay, are kept secret during the commit phase.

2. Opening phase:

(a) Bob randomly prepares auxiliary bits by, ... ,bs. If b; =0, then Bob measures the i-th qubit
in the {|0),|1)} basis. If b; = 1, then Bob measures the i-th qubit in the {|+),|—)} basis.
(b) Alice announcement the value of c,ay,...,a;.

(c) Bob accepts Alice’s commitment if and only if for all indexes i € {1,...,s} with c = b;, Bob’s
measurement outcome agrees with Alice’s announcement.

We can formalize this QBC protocol as follows:

o LetA=C" and B=C".

! A mixed state p is orthogonal to another mixed state & if Tr(pTc) = 0.
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o Let |H) =10aj...as;) @Uj4,10) ...Upq,|0), where Uy is the identity operator and Uy | is the Pauli
X operator.

o Let |T) = |0aj...a5) @U 4,|0)...Uj 4,|0), where U, is the Hadamard operator H and U, ; is
HX.

o Let Open be a completely positive map such that
- Open(|H)(H|)=(|0a; ...as)(0aj ...as|) @My, (Up 4, |0) <0|U()T7al)®---®MhS(U0,aS\0> <O|Ug7al),
where My is the completely positive map which represents the measurement on the {|0),|1)}
basis and M is the completely positive map which represents the measurement on the {|+),|—
basis.
— Open(IT)(T|) = (|1ay...a;){1a; ..as) @My, (U1, [0) (O[], ) ®... @My, (U14,10) (O[T, ).

Note that although our formalization of QBC protocols in Definition (1| looks simple, it is in fact
already more general than the formalizations in Lo and Chau [28]] and Cohn-Gordon [16]. It is also a
proper extension of the purification bit commitment protocol in Spekkens and Rudolph [39].

)}

Example 2 A purification bit commitment protocol [39] makes use of two systems, the token system and
the proof system. These are associated with Hilbert spaces H; and H,. A purification bit commitment
protocol also specifies two orthogonal states |@o) and |@1), which are states of the system H; @ H,. At
the commit phase, Alice prepares the two systems in the state |@) in order to commit to bit b, and sends
the token system to Bob. At the opening phase, Alice sends the proof system to Bob, and Bob performs a
measurement of the projector valued measure {Py, Py, Pfa }, where B, = | ) (|-

2.1 The qualitative version of the no-go theorem

Within our formalization, the no-go theorem of quantum bit commitment becomes a precise mathemati-
cal statement. To prove this statement, we make use of the unitary equivalence of purification, which can
be found in standard textbooks of quantum information [33, 42] .

Lemma 1 (unitary equivalence of purification) Ler |R;A) and |R,A) be two purifications of a mixed
state pA to a composite system RA. There is a unitary transformation U acting on system R such that
|RIA) = (U ®14)|R2A).

Theorem 1 (no-go theorem, the qualitative version) If a quantum bit commitment protocol is conceal-
ing, then it is not binding.

Proof: If a QBC is concealing, then Tr4(|H)) = Tra(|T)). Hence |H) and |T) are two purifications of
the same mixed state. By Lemmal[l| we know there is a unitary operator Uy such that |[H) = (Us ®15)|T),
which means that the QBC is not binding. g

The astonishing simplicity of the above proof suggests a close relationship between the unitary e-
quivalence of purification and the impossibility of quantum bit commitment. In Section |3| we will show
that they are actually equivalent in an abstract categorical framework.

2.2 The quantitative version of the no-go theorem

The qualitative version of the no-go theorem states that it is impossible for a QBC protocol to be both
absolute concealing and absolute binding. However, it does not exclude the possibility of a QBC protocol
to be both partially concealing and partially binding. We now formalize and prove the quantitative version
of the no-go theorem, which establishes a relation between partially concealing and partially binding.
The key notion we are going to use is the fidelity between quantum states.
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Definition 2 (fidelity [33]) Ler |¢) and |y) be two pure states of a Hilbert space. The fidelity of |¢) and
lw) is F(|9),|w)) = |(¢|w)|* Let p and o be two mix states of a Hilbert space. The fidelity of p and &

is F(p,0)=Tr(\/\/Po/P)

We define the relation =, where € € [0, 1], between quantum states as follows: p = ¢ iff F(p,0) > €.
Apparently, p = o iff p Lo.

Definition 3 (e-concealing, e-binding) A quantum bit commitment protocol is €-concealing if Trs|H) £
Tra|T). It is e-binding if there is no unitary U on A such that (U @ Ig)|H) = |T).

The following Uhlmann’s theorem will be used in the proof of the quantitative version of the no-go
theorem.

Theorem 2 (Uhlmann’s theorem [33]) F(p,0) = ‘ >2|1X> (@ |w)|, where |@) range over all purifications
o)lw
of p and y range over range over all purifications of 6. If |9) is a fixed purification of p, then F(p,0) =

n|1a>x |{(@|w)|, where y range over all purifications of ©.
v

Theorem 3 (no-go theorem, the quantitative version) Ifa quantum bit commitment protocol is €-concealing,
then it is not €*-binding.

Proof: If a QBC protocol is e-concealing, then Tr4|H) £ Tra|T). So we have F(Tra|H),Tra|T)) > €.
Now by Uhlmann’s theorem, we know there exists a purification |T”) of Tr4|T) such that [(H|T')| =

2
F(Tra|H),Tra|T)) > €. Therefore, F(|H),|T’)) > €2 and |H) = |T’). Note that by the unitary equiva-

2
lence of purification, we have |T') = (U ® I3)|T). This means that (Uy @ I3)|T) == |H). Therefore, the
QBC protocol is not £2-binding. g

3 Bit commitment in categorical quantum mechanics

Categorical quantum mechanics [} 34} [10, 41} [11} [15} 35} [14] 3, [13} 46l [18](CQM) is the study of
quantum computation and quantum foundations using category theory, as well as the graphical language
closely related to category theory. In CQM, dagger monoidal categories (DMC) are used as an axiomatic
basis for quantum mechanics, providing a generalization of the usual axiomatization in terms of Hilbert
spaces.

Definition 4 (strict monoidal category [13]) A strict monoidal category € is a category equipped with.:
1. a parallel composition operation for objects:
® :0b(€) X 0b(€) — 0b(%),
2. a unit object I € ob(%),
3. and a parallel composition operation for morphisms:
®:%(A,B)x€(C,D) - FC(ARC,BRD)
satisfying the following conditions:

1. ® is associative and unital on objects:
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(A®B)C=A® (B®C) ARI=A=1IR®A,
2. ® is associative and unital on morphisms:

(fegeh=f®(@g®h) [fRL=Ff=1QF,

3. ® and o satisfy the interchange law:

(51 ®82) 0 (fi® f2) =(g10/1) @ (820 /2).
Definition 5 (dagger functor  [13]) A dagger functor for a strict monoidal category is an operation |
that satisfy the following:
e identity on objects: AT = A,
e reserves morphisms: (f:A—B)":=fT:B— A,
e is involutive: (f7)T = f,

e and respects the symmetric monoidal category structure:
(gof)i=flog" (fog)t=fog"
A dagger monoidal category is a strict monoidal category equiped with a dagger functor.

Example 3 The category of finite dimensional Hilbert spaces FinHilb is a DMC. In FinHilb, objects
are finite dimensional Hilbert spaces over complex numbers, morphisms are linear maps, parallel com-
position is the tensor product, I is the 1-dimensional Hilbert spaces C, T is the adjoin operator.

Example 4 The category Dens of density operators and completely positive maps is a DMC. The objects
of Dens are the same as the objects of FinHilb. A morphism from object C" to object C" is a completely
positive map [ : C"*" — C" ", Parallel composition is the tensor product, I is the 1-dimensional Hilbert
spaces C, T is the adjoin operator.

Example 5 The category of arbitrary dimensional Hilbert spaces Hilb is a DMC. In Hilb, objects are
Hilbert spaces over complex numbers, morphisms are bounded linear maps, parallel composition is the
tensor product, 1 is the 1-dimensional Hilbert spaces C, 1 is the adjoin operator.

To formalize bit commitment in DMC, we further need concepts such as environment structure and
purification.

3.1 Environment structure and purification

Definition 6 (environment structure [12]) Let € be a dagger monoidal category. An environmen-
t structure for € is a monoidal category € with the same objects as €, together with a strict monoidal
functor §: € — € with F(A) = A, and for each object A a morphism T4 : A — I in €T, which we
depicted as:

2l

1. We have T =1y, and for all objects A and B: Tagp = Ta® Tp.

satisfying:
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A®B Toa B
2. For morphisms f :A —X®Band g: A — X @B in €, they are equivalent if and only if (Tx ®
1g)oFf = (Tx®1p)oFgin %"

3. Foreach f' € €' (A,B), there is f € €(A,X ®B) for some object X such that f' = (Tx®1p) o Ff
in€". Such an f is called a purification of f'.

x| |B
f = Sf

B

A A

Intuitively, if we think of the category % as consisting of pure states, then the category "' consists
of mixed states. The morphisms T4 can be viewed as to discard system A to the environment, or in other
words, trace out A.

Example 6 Dens provides an environment structure for FinHilb, in which T« is the trace operator
Tr:C"" — C. The functor § map a liner map f € FinHilb(C™,C") to a completely positive operator

Sf such that Ff(p) = fpf'.

Definition 7 (unitary equivalence of purification) An environment structure € for € satisfies the u-
nitary equivalence of purification if the following is satisfied: for all B € ob(€"),f € €' (I,B), if
1,8 € €(I1,X ® B) are purifications of f', then there exists a unitary morphism U : X — X such that
(U & 13) 9] f =g.

3.2 Bit commitment in dagger monoidal category

Now we formalize bit commitment in the setting of dagger monoidal categories. We do not assume
compactness in our formalization. This is because assuming compactness will impose finite dimension-
ality on Hilbert spaces [23]: the DMC FinHilb is compact, while Hilb is not compact. Assuming no
compactness makes our formalization more general than most formalization in the literature, which only
formalize bit commitment in finite dimensional Hilbert spaces.



8 Impossibility of Quantum Bit Commitment, a Categorical Perspective

Definition 8 (bit commitment in DMC) Let € be a dagger monoidal category with an environment
structure €'. A bit commitment protocol on (€,€'") consists of the following:

1. Two objects A and B.
2. Two states H,T : 1 - ARQBin%.
3. A morphism Open on AQ B in 6" such that Open(FH) # Open(IT) in €.

A bit commitment protocol on (¢',% ") is concealing if (Ta® 1g)oFH = (To® 1) oFT in €.

It is binding if there is no unitary morphism U : A — A such that (U ® 1g) o H = T in €. Equivalently, it
is binding if for all unitary morphism U : A — A, it holds that (U ® 15)oH # T in %

Theorem 4 Let € be a dagger monoidal category with an environment structure €' . The following are
equivalent:

(1) The unitary equivalence of purification is satisfied.

(2) For all bit commitment protocol on (¢ ,€' "), if it is concealing, then it is not binding.

Proof: (1) = (2) Assume the unitary equivalence of purification is satisfied. If a bit commitment protocol
(A,B,H,T,Open) on (¢,%") is concealing, then (T4, ® 1) oFH = (T4 ® 1) oFT in €. By the third
requirement in the definition of environment structure, we know H and T are two purifications of the
same state. By the unitary equivalence of purification, we know there is a unitary morphism U : A — A
such that H = (U ® 1) o T, which means that the bit commitment protocol is not binding.

(2) = (1) Assume for all bit commitment protocol on (¢, %), if it is concealing then it is not bind-
ing. Let B be an arbitrary objectin €' and f’ € €' (I,B). Assume f,g € ¢ (I,X ® B) are purifications
of f’. This means that ' = (Tx ® 1p)oFf = (Tx ® 1) 0 Fg.

X B X B

Sf S8

B

1. If §f = §g. then by the second requirement in the definition of environment structure, we know
that f = g. Now we let U = 1x. Then it holds that (U ® 1g)o f = g.

2. If §f # Fg, then we design a bit commitment protocol (X, B, f,g,Open) in which Open = 1xzp.
Since (Ty ® 1p)oFf = (Tx ® 1) o Fg, we know this protocol is concealing. Hence it cannot be
binding, which means there is a unitary morphism U : X — X such that (U ® 1g)o f = g.
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To conclude, no matter § f = Fg or § f # §g, the unitary equivalence of purification is satisfied. []

4 Conclusion and future work

In this paper, we first provide a very simple proof of the no-go theorem of quantum bit commitment.
Then we generalize the no-go theorem to the theory of dagger monoidal categories. We show that in the
setting of dagger monoidal categories, the impossibility of bit commitment is equivalent to the unitary
equivalence of purification.

The presented material also indicates some directions for future research:

1. In Sikora and Selby [37]], the authors formalize bit commitment in generalized probabilistic theo-
ries and show that the no-go theorem holds by presenting a quantitative trade-off between Alice’s
and Bob’s cheating probabilities. A comparison between our formalization and theirs will be car-
ried out in the future.

2. We also plan to apply the axiomatic and graphical language of categorical quantum mechanics in
the formal verification of concrete QBC protocols in the future.
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